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1. Introduction

Abstract

Health and fitness applications increasingly adapt goals, reminders, and recovery flows
from behavioral and physiological signals. On iOS, these signals may be adjacent to
health data even when a product is marketed as wellness rather than medical software. The
privacy problem is therefore not only a consent or notice problem; it is an architecture
problem concerning where raw signals are transformed, stored, linked, and exported. This
article proposes the Local-First Personalization Envelope (LFPE), a conceptual architecture
for privacy-preserving personalization in iOS health and fitness applications. Using a
design-science-oriented synthesis of mobile health privacy research, privacy engineering
theory, EU and U.S. governance, and Apple platform requirements, the paper maps legal
and platform principles to app-level controls. LFPE places raw health-related inputs, local
feature extraction, and personalization decisions inside the device trust boundary where
feasible. Remote feedback is limited to tightly scoped aggregate metrics, differentially
private telemetry, or federated updates that pass a disclosure-threshold review. The paper
contributes a regulatory-to-engineering matrix, a disclosure-threshold protocol, and a
personalization ladder that assigns controls to local rules, compact on-device models,
aggregate telemetry, federated learning, and cloud personalization. The framework does
not claim legal compliance or empirical utility without implementation evidence. It provides
a structured starting point for iOS teams that need personalization without treating raw
health-related data as ordinary analytics telemetry.

Keywords: privacy-preserving personalization, iOS, mobile health, fitness
applications, HealthKit, privacy by design, contextual integrity, federated
learning

Mobile health and fitness applications increasingly use personalization to adjust goals, reminder timing,
interface order, and recovery prompts after onboarding. In a walking or wearable-companion product, a
fixed target can be inappropriate when recent activity, sleep, or recovery signals indicate fatigue or routine
disruption. These adaptations are commercially and clinically adjacent: many products avoid medical claims
but still process signals that can reveal physical condition, daily schedule, menstrual cycle context, medication

routines, or recovery periods.

The core risk is not simply that an app uses sensitive data. It is that personalization often moves those
data into ordinary product analytics. A common implementation pattern logs events with identifiers, routes
them through mobile analytics or attribution software development kits (SDKs), enriches a profile on a
backend, and returns a decision to the device. Empirical analyses of mHealth apps have found insecure
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transmissions, third-party sharing, and significant divergence between privacy policies and observed data
flows [1,2]. Software-engineering research also indicates that mobile privacy work has emphasized leak
detection and policy analysis more than requirements-level and architecture-level methods [3].

Current governance does not remove this engineering gap. The General Data Protection Regulation (GDPR)
imposes duties such as purpose limitation, data minimization, security, and data protection by design and by
default [4]. In the United States, the Health Insurance Portability and Accountability Act (HIPAA) applies
only in defined covered-entity and business-associate contexts, while the Federal Trade Commission (FTC),
Food and Drug Administration (FDA), and U.S. Department of Health and Human Services (HHS) guidance
may still matter for consumer health apps depending on claims, data sources, and organizational roles [5-7].
On i0S, Apple adds a platform governance layer through HealthKit permissions, App Privacy Details, privacy
manifests, and required-reason API declarations [8-12]. These instruments constrain design, but they do not
specify the exact boundary between local adaptation and remote profiling.

This paper addresses that boundary. The research question is: how can an iOS health or fitness application
personalize its interface while minimizing export of raw health-related signals and keeping the remaining data
flows auditable? The answer proposed here is the Local-First Personalization Envelope (LFPE), a component
model that separates raw signals, local features, personalization decisions, and optional feedback channels.
The contribution is practical rather than doctrinal. LFPE translates privacy-by-design and contextual-integrity
principles into feature-level engineering gates before implementation.

The paper makes four contributions. First, it defines LFPE as an iOS-oriented architecture for local-first
personalization. Second, it introduces a regulatory-to-engineering matrix that connects EU, U.S., and Apple
platform requirements with technical controls. Third, it proposes a disclosure-threshold protocol for deciding
when data export is acceptable. Fourth, it presents a personalization ladder that assigns controls to local
rules, on-device models, aggregate telemetry, federated learning, and cloud personalization. The framework
is conceptual and requires prototype evaluation before operational deployment.

2. Background and related work

2.1. Mobile health privacy and the limits of policy-centered protection

Empirical studies show that privacy failures in mHealth applications often result from ordinary implementation
choices rather than unusual attacks. Papageorgiou et al. [1] analyzed popular mHealth applications with static
and dynamic techniques and reported systematic weaknesses in security and privacy practice. Tangari et
al. [2] conducted a large cross-sectional analysis and found serious problems in data-sharing behavior and
in the correspondence between privacy policies and observed data flows. For personalization architecture,
the relevant implication is narrow but important: event collection, SDK integration, network routing, and
retention rules can expose health-related context even when no explicit clinical record is uploaded.

User research also limits the protective value of notice and consent. Schroeder et al. [13] found that mature
adults’ willingness to use mHealth applications depended on trust, perceived control, and uncertainty about
post-collection data use. Acquisti et al. [14] explain why privacy choices do not follow a stable rational-choice
model: preferences shift with framing, context, and timing. A user may authorize step-count access for a
fitness feature without understanding that a derived activity state can later be linked to attribution SDKs,
persistent identifiers, or server-side experimentation.

Software-engineering research reaches the same unresolved layer. Ebrahimi et al. [3] map mobile app
privacy research into categories such as privacy policies, requirements, user perspectives, and leak detection;
requirements-level and architecture-level work remain comparatively underdeveloped. Rezaee et al. [15] move
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closer to implementation by identifying criteria and countermeasures for mHealth developers. The remaining
gap is architectural: criteria must become component boundaries, data schemas, dependency controls, and
release gates for iOS personalization features.

2.2. Privacy by design, contextual integrity, and privacy engineering

Privacy by design is useful only when it is bound to engineering artifacts. Cavoukian’s formulation emphasizes
privacy as the default setting, privacy embedded into design, full-lifecycle security, and visibility [16]. The
GDPR gives this principle legal force through data protection by design and by default [4]. ENISA guidance
similarly treats privacy engineering as a set of strategies, technical building blocks, and repeatable design
choices rather than a post hoc compliance exercise [17,18].

Contextual integrity explains why technical protection alone is insufficient. Nissenbaum [19] argues that
privacy depends on appropriate information flows within a social context, including the actors, data attributes,
and transmission principles involved. A step-count-derived state used locally to suppress an aggressive
reminder can fit the health and fitness context. The same state exported to a marketing endpoint, combined
with a persistent identifier, and retained for cross-app profiling changes the recipient and transmission principle.
LFPE therefore treats the data recipient and export purpose as architectural variables, not merely legal-notice
fields.

The NIST Privacy Framework supplies a complementary organizational vocabulary for identifying, governing,
controlling, communicating, and protecting privacy risks [20]. Bednar et al. [21] show why that translation
matters inside engineering teams: developers may treat privacy as a vague legal demand unless responsibilities
are linked to concrete design decisions. A usable personalization architecture should therefore be visible in
tickets, code review, SDK review, privacy manifests, and release governance.

2.3. On-device personalization, federated learning, and differential privacy

Not every personalization function requires the same technical method. Local deterministic rules can adjust
step goals, suppress reminders, or restore streaks from recent on-device states. Compact on-device models
can rank content or select reminder timing without exporting raw records. For many health and fitness use
cases, the product objective is immediate adaptation for one user, not remote profile enrichment.

Federated learning extends local computation by allowing devices to compute updates while a server aggregates
those updates instead of collecting raw training data [22]. Federated evaluation has also been used to assess
on-device personalization strategies without centralized logging of sensitive user data [23]. Differential
privacy provides a formal method for limiting the effect that one individual’s data can have on aggregate
outputs [24].

These methods reduce some risks but do not remove purpose limitation. Federated updates may leak informa-
tion through high-dimensional gradients, small cohorts, eligibility rules, or weak aggregation. Differentially
private telemetry may still be excessive if the schema collects events unrelated to the user’s fitness relation-
ship. The privacy architecture must therefore start with minimization and local execution; statistical and
cryptographic techniques should reinforce that boundary rather than compensate for broad collection.

2.4. Regulatory and platform governance as engineering inputs

The EU and U.S. regimes place different but overlapping pressure on mobile personalization. The GDPR is
horizontal and principle-based, with recurring engineering implications for lawful basis, transparency, purpose
limitation, data minimization, storage limitation, security, and data protection by design [4]. The EU Artificial

American Impact Review | https://doi.org/10.66308/air.e2026058 | February 21,2026 | Page 3


https://doi.org/10.66308/air.e2026058

Intelligence Act adds risk-based obligations for Al systems, although ordinary wellness personalization
does not automatically become high-risk unless the function’s intended use and effects fall within regulated
categories [25].

The U.S. regime is more fragmented. HIPAA coverage depends on the covered entity, business associate, and
protected health information relationship; many direct-to-consumer wellness and fitness apps sit outside that
structure. The FTC’s Health Breach Notification Rule reaches vendors of personal health records and related
entities outside HIPAA coverage, and its 2024 amendments clarified relevance to health apps and similar
technologies [5]. FDA oversight depends on whether a function is a medical device function and on the risk
of harm if the function fails [6,26]. The FTC Mobile Health Apps Interactive Tool reflects this multi-agency
environment by routing developers through HIPAA, FTC, FDA, and related questions [27].

Apple’s rules are not public law, but they shape iOS implementation. HealthKit is based on fine-grained
user permission and privacy constraints [8,9]. App Privacy Details require developers to disclose data
collection and tracking practices in App Store Connect [10]. Privacy manifest files and required-reason API
declarations move part of the accountability into app dependencies and APIs that could otherwise be used for
fingerprinting or tracking [11,12,28]. For iOS teams, privacy architecture is therefore also supply-chain and
release-management work.

3. Method

3.1. Design objective and unit of analysis

This work uses a design-science-oriented conceptual method. The design objective is to specify an architecture
that enables personalization in iOS health and fitness applications while keeping raw health-related signals
local where feasible and making any export decision explicit. The unit of analysis is a personalization feature
that reads a signal, transforms it, stores it, exports it, or discards it.

The method is not an empirical evaluation and not a systematic literature review. It develops an implementable
conceptual model by synthesizing failure modes reported in mHealth privacy research, privacy-engineering
principles, regulatory constraints, and iOS platform requirements. Product utility, computational cost, legal
compliance, and formal privacy loss are left for future prototype evaluation.

3.2. Source base and synthesis procedure

The source base has four layers. The first layer consists of empirical and review studies on mHealth leakage,
over-sharing, policy gaps, and user trust [1-3,13,15]. The second layer consists of privacy theory and
engineering literature, including privacy by design, contextual integrity, ENISA guidance, the NIST Privacy
Framework, and work on the gap between privacy principles and engineering practice [16-21]. The third layer
covers computation techniques relevant to local personalization, federated learning, federated evaluation, and
differential privacy [22-24]. The fourth layer consists of official EU, U.S., and Apple documents that affect
health and fitness applications on iOS [4-12,25-28].

The synthesis began from recurrent failure points: over-collection, transformation of raw signals into sensitive
inferences, export through analytics dependencies, unclear retention, and inconsistency between platform
disclosures and implementation. For each failure point, a candidate control was assigned at the lowest feasible
architectural layer: permission gating, local feature extraction, storage separation, network export review,
SDK inventory, privacy manifest review, retention limits, or aggregate/federated feedback controls.

The resulting LFPE model was checked against three criteria. First, each component had to correspond to
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an engineering decision that an iOS team could implement or review. Second, the model had to preserve
useful personalization without assuming server-side profiling as the default path. Third, the model had to
make regulatory and platform requirements auditable before implementation, rather than leaving them as
privacy-notice edits after development.

4. Results

4.1. The Local-First Personalization Envelope

LFPE places the device trust boundary around the personalization core (Fig. 1). User permission and context
govern access to HealthKit, sensors, and app events. Raw records are then converted into lower-resolution
local features before they reach personalization logic. A timestamped step sequence, for example, can become
a local ”goal lag today” state; a sleep-window signal can become a coarse readiness category. The interface
receives a decision, not the underlying history.

The personalization core can be a rule set or a compact on-device model. The architecture does not require a
particular algorithm. Its premise is that raw health-related data should not cross the network boundary merely
because the interface adapts. Local interaction events may feed back into the local feature extractor and
personalization core, but diagnostic logging of feature vectors should be disabled unless a separate disclosure
threshold is satisfied.

The governance and audit layer is part of the architecture rather than an end-stage documentation task. It
contains the SDK inventory, retention rules, privacy manifests, required-reason API declarations, HealthKit
permission wording, and export policy. If a dependency, backend schema, or release artifact contradicts the
declared personalization boundary, the feature has an architecture defect rather than a paperwork defect.

Local-First Personalization Envelope for iOS Health and Fitness Applications

Device trust boundary

User
permission &
context

- - optional,
j On-device Privacy feedback controlled
Local signal personalization core gateway: export

minimization apd (rules or compact BPiretiicaion
feature extraction

Cloud / research
backend receives

0

HealthKit / model) federated update only bounded
Sensors / A aggregate signals
App Events

Adaptive Ul:
goals, reminders,
recovery prompts

e S X
User response /

local interaction

events
S —

Y

——> Operational data / i

control flow -
[ Governance and audit layer: ]

- - -3 Governance / " N : 4 .
audit oversight SDK inventory, retention rules, privacy manifest, export policy

RAW HEALTH-RELATED DATA REMAINS INSIDE THE DEVICE TRUST BOUNDARY

Figure 1. Local-First Personalization Envelope for iOS health and fitness applications.

The feedback gateway is intentionally narrow. When product learning cannot be achieved locally, the backend
may receive a coarse aggregate, a differentially private metric, or a federated update. The gateway is not a
general analytics outlet. Its function is to support bounded improvement without requiring upload of a user’s
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activity history, recovery pattern, or other raw health-related timeline.

4.2. Regulatory-to-engineering matrix

Table 1 translates selected EU, U.S., and Apple platform pressures into architecture-level controls. It is a
design aid, not legal advice. Its purpose is to prevent teams from treating legal classification as the only
trigger for privacy-preserving design.

Table 1. Regulatory and platform requirements translated into architecture-level controls.

Dimension

European approach

U.S. approach

Architectural
consequence

Regulatory structure

Health and wellness data

Al and personalization

Transparency and
consent

Platform governance

The GDPR is horizontal
and principle-based, with
duties such as purpose
limitation, minimization,
security, and data
protection by
design/default.

Health data may receive
special-category
protection when it relates
to health status or reveals
health information.

The AI Act adds
risk-based duties where a
function qualifies as an Al
system within regulated
categories.

GDPR transparency and
rights require meaningful
explanation of purposes,
recipients, retention, and
user choices.

EU rules interact with
app-store and platform
constraints but remain
legally independent.

The U.S. regime is sectoral:
HIPAA, FTC authority, the
Health Breach Notification
Rule, FDA device-software
policy, and state privacy laws
may apply depending on the
actor and intended use.
HIPAA applies only in
defined covered-entity or
business-associate contexts;
FTC and state rules may still
reach consumer health apps
outside HIPAA.

FDA oversight depends on
intended medical-device
function; FTC authority can
address deceptive or unfair
data practices.

U.S. requirements are
fragmented, but FTC practice
can penalize misleading
privacy representations and
unauthorized health-data
disclosure.

U.S. distribution still depends
on platform rules in addition
to legal requirements.

Implement a baseline
privacy architecture that is
stronger than the
narrowest legal trigger;
then add jurisdiction- and
product-specific
obligations.

Do not route
health-related signals
through ordinary analytics
pathways; use local
derivation and
purpose-specific export
thresholds.

Separate wellness
personalization from
diagnostic or treatment
functions; document
intended use and
user-facing claims.
Create a purpose contract
for each personalization
feature and align it with
in-app permission
wording, privacy labels,
and backend schemas.
Maintain privacy
manifests, SDK inventory,
required-reason API
declarations, and
HealthKit permission
review as release artifacts.

Note. GDPR = General Data Protection Regulation; HIPAA = Health Insurance Portability and Accountability
Act; FTC = Federal Trade Commission; FDA = Food and Drug Administration.

The matrix does not imply that EU and U.S. products must be architecturally incompatible. A stronger shared
baseline can keep raw health-related personalization local, define the purpose early, limit recipients, and make
dependency behavior auditable. Jurisdiction-specific overlays can then address lawful basis, notice language,
breach duties, device-software classification, and documentation depth.
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4.3. Disclosure-threshold protocol

In many product workflows, the privacy decision is made implicitly when a team chooses the easiest data
flow. The disclosure-threshold protocol reverses that order (Fig. 2). The team first defines the personalization
function, classifies the signal, tests whether a lower-resolution local feature is sufficient, chooses the data
boundary, and verifies the audit trail before implementation.

The protocol distinguishes four cases. Low-value, low-exposure display logic can remain a local Ul adaptation.
High-value functions that require sensitive signals should normally become local recommendations, with
raw signals kept on device. High-value functions that require population-level learning may use aggregate
governance through coarse metrics, differential privacy, or federated updates. Low-value functions with high
privacy exposure should be rejected or redesigned.

Privacy Decision Protocol for Personalization Functions

High
D. Reject or redesign C. Aggregate governance
Low value cannot justify sensitive exposure Remote only with coarse metrics and review
o
-
3
(7]
o
o
X
)
§ A. Local Ul adaptation B. Local recommendation
E Low exposure; routine display logic High value; raw signals stay on device
o
Low
Low Expected user value High

[ Define function ]—b[ Classify signals ]—b[ Choose boundary ]—)[ Verify audit trail ]

Figure 2. Disclosure-threshold decision protocol for personalization functions.

The protocol is conservative because health and fitness personalization can expose sensitive context through
apparently routine inferences. A requirement such as “make onboarding smarter” is insufficient because it
does not specify signal type, recipient, resolution, or retention. A more precise requirement such as “avoid a
hard training reminder after a low-activity day” can often be implemented from a derived local state without
uploading timestamped activity history.

4.4. Personalization ladder and control assignment

Table 2 assigns controls to increasingly disclosure-intensive personalization techniques. The ladder is intended
to prevent premature use of complex remote methods when simpler local mechanisms are sufficient.
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Table 2. Personalization ladder for privacy-preserving iOS health and fitness applications.

Technique

Data boundary

Suitable use

Residual risk

Required control

Local deterministic
rules

Compact on-device

model

Differentially private
aggregate telemetry

Federated update

Cloud personalization

Raw signals remain
on device; rules use
derived states.

Model inference
occurs on device;
raw records are not
exported.

Only coarse, noisy
aggregate
measurements leave
the device.

Training data remain
local; updates are
aggregated
externally.

Signals or features
are exported to a
backend for
individualized
decisioning.

Goal adjustment,
reminder suppression,
streak recovery
prompts.

Adaptive reminder
timing, local ranking of
tips, interface
sequencing.

Feature health metrics,
population-level failure
detection,
non-personalized
product learning.
Population model
improvement where
local-only tuning is
insufficient.

Only where device
execution is infeasible
or a legally required
service workflow
demands it.

Low; rules may
still encode
sensitive categories
if poorly designed.
Medium; model
artifacts and
features may reveal
patterns if synced
or logged.
Medium; utility
depends on schema
design and privacy
budget.

Medium to high;
updates can leak
information
without secure
aggregation and
privacy controls.

High; creates
recipient, retention,
breach, and
secondary-use
risks.

Document rule
purpose; avoid
hidden categories;
keep logs local.
Protect model
state; minimize
features; disable
diagnostic export
of feature vectors.
Set privacy
budget; use
coarse events;
prohibit identifier
linkage.

Use secure
aggregation,
differential
privacy where
appropriate,
eligibility limits,
and update audits.
Require explicit
purpose, minimal
fields, contractual
controls, retention
limits, and
security review.

The ladder deliberately places local deterministic rules before local models. For a goal or reminder feature,
rules are often easier to inspect, test, and constrain. Federated learning and differential privacy become useful
when the team can show that local execution alone cannot answer a legitimate product-learning question.
Individualized cloud personalization remains available but should be treated as an exception requiring necessity,
proportionality, retention, dependency, and security review.

5. Discussion

LFPE makes privacy-by-design operational by starting with the data boundary. Legal principles do not tell an
engineer what to approve in a pull request. A component model can. In the proposed architecture, the team
gates access to the source signal, derives only the feature needed for the adaptation, keeps the decision on the
device where feasible, and makes dependency behavior auditable. This addresses the implementation gap
identified in privacy-engineering literature [17,21].

The most important design question is whether the information flow still fits the relationship between the user
and the fitness product. A local activity state used to adjust a goal can remain within that relationship. The
same state sent to a marketing endpoint or linked to a persistent identifier changes the context. Recipient,
retention, and transmission principle therefore belong in feature design review, not only in a privacy notice.

For multimarket teams, the matrix argues against tuning privacy architecture to the narrowest legal classifi-
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cation. A wellness app may fall outside HIPAA but still handle sensitive consumer health information. A
feature may fall outside FDA oversight and still create harmful inferences. An Al component may fall outside
high-risk categories and still require transparency and control. A local-first baseline with jurisdiction-specific
overlays is more robust than a permissive baseline that changes only when a legal trigger is unavoidable.

For i0S engineering practice, LFPE changes routine artifacts. A feature ticket should state the personalization
purpose, signal source, local feature, data boundary, retention rule, and export justification before coding
begins. Code review should reject raw health-related signals crossing module or network boundaries without
necessity. Release review should reconcile the SDK inventory, HealthKit permission wording, App Privacy
Details, privacy manifests, required-reason API declarations, and backend schemas. Disagreement among
these artifacts signals an architectural inconsistency.

Technical privacy methods should be used with the same discipline. Differential privacy and federated learning
are valuable when configured correctly and used for appropriate goals. They do not justify vague collection.
A noisy aggregate may still be illegitimate if it measures behavior unrelated to the user’s health and fitness
relationship. A federated update may still be risky if cohorts are small, updates are high-dimensional, or
eligibility rules expose sensitive states. Architectural minimization should therefore precede cryptographic or
statistical mitigation.

6. Limitations and future work

LFPE remains conceptual. It has not been implemented in a production iOS application, and the paper does
not measure user acceptance, retention effects, device resource cost, legal compliance, or formal privacy
loss. The source base is selective rather than systematic. It draws on influential empirical, theoretical,
regulatory, and platform documents, but it does not rank all available evidence or claim exhaustive coverage
of privacy-preserving personalization literature.

The framework also does not solve adversarial inference by itself. Keeping raw signals local can reduce
disclosure, but unsafe code, weak authentication, insecure storage, malicious dependencies, or poorly designed
model updates can still expose sensitive information. Threat modeling, static and dynamic analysis, SDK traffic
inspection, secure aggregation review, and privacy-budget accounting remain necessary before deployment.

Future work should build a reference iOS module that implements LFPE for concrete features such as adaptive
step goals, reminder suppression, and recovery prompts. The prototype should measure CPU, memory, battery,
storage, and latency costs; inspect SDK and network traffic; compare rules with compact on-device models;
and test user comprehension of privacy explanations. Where aggregate or federated feedback is justified,
future work should evaluate privacy loss, cohort size, eligibility rules, update frequency, and model utility.
Legal review should then map the implementation to concrete roles such as controller, processor, covered
entity, or business associate.

7. Conclusions

Privacy-preserving personalization in iOS health and fitness applications should not start from the assumption
that raw signals must be exported. LFPE proposes the opposite default: raw health-related inputs remain
inside the device trust boundary where feasible; local features support rules or compact on-device models;
and remote feedback is limited to bounded aggregate, differentially private, or federated mechanisms that
pass a disclosure-threshold review.

The practical conclusion is that privacy has to be built into the personalization path itself. EU, U.S., and
Apple platform requirements differ, but they can be translated into a shared engineering baseline: define
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the purpose, reduce signal resolution, prefer local execution, limit recipients, constrain retention, and make
dependencies auditable. Jurisdiction-specific obligations can then be layered on top.

The recommended implementation sequence is deliberately conservative. Start with a local rule. Move to a
local model only when a rule cannot support the feature. Use aggregate or federated feedback only for product
learning that cannot be achieved on the device. Reserve individualized cloud personalization for cases where
the team can document necessity and controls. The next step is empirical validation through a working i0S
reference implementation with threat modeling, SDK traffic inspection, performance measurement, and user
testing.

Highlights
* A local-first envelope is proposed for iOS health and fitness personalization.
* Raw health-related signals remain on device where local adaptation is feasible.
* A disclosure-threshold protocol makes export an exception to be justified.

* EU, U.S., and Apple platform duties are translated into engineering controls.
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